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RREHESFEE TR EAMLETE
(APEC Data Privacy Pathfinder Pro jebts)ﬁﬁ'fr‘

B T RIS IS 762 APEC R — 2o S R T 2 (A B B
’*rﬁﬂﬁﬂﬁﬁﬁﬂEJi?%&E&
| APEC IRRLAESIEERIS (APEC Privacy Framework) 2R 2004 A RIS HEE » U

- BERTENE » 2RISR S B A ZRE8 (cross-border data flows ) B8

H— SR H BRI - 22 TESEIBRLHEAN  (cross-border privacy rules (CBPRs) » £5
R FEASLEIHAE - APEC BT/ MEE RS FL AR ERE ( APEC ECSG Data Privacy Sub-Group
(fETFE DPS)FEH " BHBFABIREEETE (The Data Privacy Pathfinder projects ) 3 Rt 2007 £ 9
RIEEINERGE APEC SRR & AR HEMNFEEH B FIEr 88 - #TEss
HORIRAERERS  FEESE RN FEIRREA LS T » BT ESIEH CBPRs » MEZINE (=18
B ET R SR B (accountability agents ) » (7523 BT H A IS T 08,7 TREE -
IR RN R ERMENE » UL T H—RMELIAE « Sl H R (RIES APEC |2
FPECRAERIGE 2 CBPRs ?E{#Fﬁ5&@ﬁﬁ@ﬁ%&%ﬂ?ﬁiﬁﬂ]?ﬁﬁ%ﬁiﬁ%ﬁﬁﬁ%ﬁﬁiﬁﬂﬁ%’z

FRET o HrR TESALEARBEE ,  (privacy trustmarks) R EE Bl —(HE I -

=~ THRRANESTE ) AR

DPS B EEHBFABRESE TYE® a8 (The Data Privacy Pathfinder Workshop ) ﬁﬁfjﬁ%ﬂﬁﬁﬂﬂ
- AETfE o HRERRZK CBPRs AR 4 I EEIEE {%’E‘i’%#ﬁ}lﬁ I HNBETFRIEUT *

1. BEILFMG(self- assessment)
At | HTEEAAME RIS (project 1 - self-assessment guidance for business )

2. R (compliance review)
FHE 2 (BRBIEECIBE (project 2 - trustmark guidelines )
ff’ﬁ 3 : SRR R A AGE ST (project 3 - cnmphance review process of CBPRS}

3. FFEREFIEEEZ (recognition/ acceptance)
At 4 | WECTEWIEZ 28 (project 4 - directories of compliant organisations )

4, FEERDELERIT(dispute resolution and enforcement)
At S L EAERREE RSN RS IR SR 26 (project 5 - contact directories

for data protection authorities and privacy contact officers )

ATEE 6 BTS{FiRsEEf (project 6 - templates for enforcement cooperation
arrangements )

' AN PR EPIEL B SF AT S5 APEC AIMP 8k T @RI | 2008 4F 2 7 T 2008/02/21 » Data
Privacy Pathfinder Implementation Workshops ; i858 (http://aimp.apec.org/MDDB/ Pages!searchmeating,éspxJ

1



BT %gﬁirﬂﬂ?ﬁﬁ,ﬂlﬁﬁjﬁﬁﬁ] ( project 7 - templates for cross-border complaint handling
forms) ey e BRTR howkiao o
PR 8 ¢ AT T B BODRISE § TR TR AR EREREARIaH AL ST (project

- guidelings and procedures for responsive regulation in CBPR systems )

5. 1P 8 TR I ASE
BHIS O ¢ SBSRRA IR AT R ( Cross-border privacy rules international
implementation pilot project. ) -

ﬁML%ﬁ%ﬁ%ﬂ%ﬁ%&ﬁﬁﬁ@@@ﬂE@ﬁﬁ%ﬁ@ﬁ@%ﬁ%@@ﬁﬁ%t'3
o 1 s T4 + B 18 FEHMELEN 2008 £E4EISSEAA R  FIHZ
e ae R IR GRS » R RGO RARAR  F2,

SRR R SR P T~ YOT AR  BE R DS R B
L BRI < - -

W TR AR A 2 A T

(3t 14 (EABEHE - T A E EE & (the International Chamber of Commerce * 1CC))
WM R~ SO

Project 1 - the ICC (leader), Australia, Canada, Hong Kong China {observer), Japan (ohserver), Mexico
(observer), Thailand (observer), the United States and Vietnam (observer)

IProjects 2 and 3 —the United States (leader), Australia, Canada, the ICC, Hong Kong China, Japan,
Mexico and Thailand (observer) and Vietnam (observer); [Chinese Taipei (observer) project 2|

Project 4 — the United States has discussed with the APEC Secretariat; Australia (observer), Hong
Kong China (observer), the ICC, Mexico and Vietnam (observer)

Projects 5, 6 and 7 — Australia (leader), Canada, Hong Kong China, the ICC, the United States, and
Vietnam are participating in projects 3, 6, and 7; New Zealand in projects 6 and 7; Peru in projects 5
and 6 '

Project 8 — Australia, Canada, Hong Kong China (observer), the ICC, the United States and
Vietnam (observer)

Prdject 9 —the United States {leader), Australia (observer), Canada, Hong Kong China, the ICC,
Mexico, [Chinese Taipel {observe?ﬂand Vietnam

E o~ ERR

I F5S4EE 2008 AAEEEHERTE O TRl -
BRSO 2008 4 3 AEMBAETESD 2 EFHE -

APEC ESFELAHESEAAAE (APEC Privacy Framework) B SUB FERE EARRARLS

http://www.moj.gov.tw/ Ip.asp?CtNode=13710&CtUnit=8058BaseDSD=7&mp=001 TER




LZEEFMAAREEE SRR SR

R lHE—(F CBRP(ESIRERHLREN B BT RIS -

Develop a standard self-assessment guidance document for use by
rganizations to assist the rganization in developing its CBPRs.

| BARE—TRERMER 5 TRAT B S (LA AE R RS O A R AR i B 5

B B CBRP -

| This project aims to implement the first step of the 4-Step Approach.’

| AT TEat B B TIu R -

(1) self-assessment (B FHFER)

(3) practical documents (B M A04)
(4) practical implementation (B #5HIFT)
| (5) education and outreach (3 & HIAE )

| * Develop a standard self-assessment guidance for rganizations to use.
FE—(EfRERY B AT R e (AR -

i * Organisations see business benefits in using this self-assessment

document.

o | AERNE R E R RARNE SR A2 -

| * Increase awareness of APEC Privacy Principles and transborder privacy

issues,

25 APEC BETLJR IR PSSR R REHURRAL -

* For business — a standard self-assessment guidance document for use by
rganizations in developing their own CBPRs will assist in achieving
consistency of assessment against the APEC Privacy Principles.

FHEZE IRAURM —ERRER B B BAYHES [0tk SRR B T
CBRP, {3 APEC [EFAIR Al Eh R — B EAvsr & -

* For consumers —this project will provide greater confidence that
rganizations have a guidance document that is consistent with the APEC
Privacy Principles when developing their CBPRs.

NIRRT S EET LIS REE G0, SN S5
HARTEATE CH CBRP IFRILAFE APEC BEFLRHI -




| AR CBPR FRAHH BT ET KO HRNGT6T -
| 'Davelop guldelines for what a trustmark must do in order to he rganizatl as
.| an APEC CBPR accreditation provider,

| s RS T (R RS R APEC CBPR 2 ISR T RIBAHEN A -
| This project aims to Implement the second step of the 4-Step Approach.

| AT AT R -

Guldelines for 1rustmarks part cipating in a CBPR svstem

(2) compliance review (FEEZ b

(3) practical documents (T4 3Z4F) o
(4) practical implementation  (EXF5AYEAT)
(5) education and outreach (78 SEAEH)

| R EEE R R eI | -

| » Increase uptake of guidelines by trustmarks within the APEC reglon.

| » Increase in uptake by rganizations to be accredited through a trustmark -
| that adhere to these guidelines.

| F R | AR R R T AR R AR AR -

| issues.

| $R5. APEC BEHATE IR Pob R EAYRRAT -

+ Develop guidelines for what a trustmark must do in ordertobe rganizatl
as an APEC CBPR accreditation provider.
RS | %ﬁ?f“"ﬂﬁ%ﬁmﬁ?ﬁﬁﬁ APEC CBPR zﬁﬁﬁﬁﬁﬁﬁ%ﬁ%

« Consumers rganizat these guidelines as providing a standard whlch is
considered “trustworthy’. :

YRR | R HR R -

o Incentive for trustmarks to adhere to the guidelines.

RTHEIRREEAE APEC ERIRENTHE [RYZHPE -

« Inc¢rease awareness of APEC Privacy Principles and transborder privacy

‘r\'ﬁ"‘

,.fﬁ%m%%

B St M
.onsﬁmers {E\j_

%E‘J?'JE}

.| use trustmarks within the APEC region.

|| = Business and consumers are able to see precisely what criteria
| trustmarks must meet in order to be rganizati as an APEC CBPR

accreditation provider.
ﬂ‘-:%FL?&J%%ﬁ"é%%ﬁﬂﬁ%ﬁﬁﬁﬁﬁﬁﬁE%{ﬁﬁﬁﬁﬂvﬁ%ﬁuﬁﬁh—?ﬁ
APEC CBPR {& ﬁﬁﬁﬁi%w%ﬁ

» Contributes to promoting privacy protection throughout argamsaﬂons that

SEE APEC BB b (SR s DR IR L P - |



Compliance review of an organisation's CBPRs

| HRiBHY CBRP BB TS & -

Develop guidelines for trustmarks to use when assessing an organisation’s
compliance with the APEC Privacy Prmupies

BE IR BIREE AR B TR — B T8 APEC FRELERY -
This project aIms to implement the third step of the 4-Step Approach.
AT TR B BTSN =2k -

{2) compliance review

(AFEHZ A

; (3) practical documents (B3 ()
i (4) practical implementation (B FEHI{T)
“:| (5) education and outreach (& SEAE{)

* Develop guidelines for trustmarks to use when assessing an organisation’s
compliance with the APEC Privacy Principles. _

| BRSNS AN E T E AR &R APEC ISFLEAN -

| * The guidelines ensure that trustmarks assess compliance in a consistent

| manner.

| 1E5 R R AR T R A R TR B AR, -

2| » Increase in uptake by trustmarks in using the guidelines when assessing

1 compliance.

| PR RRE T S I P | e

.| * Organisations recognise the benefit (business incentive) of being

accredited as ‘APEC compliant’.

IR R R R T BB APEC IR -

* Periodic review shows high level of compliance.

| EH BT R B R kR R -
* Increase awareness of APEC Privacy Principles and transborder privacy
issues.

e APEC (B TAR IR PSR RE A R4 -

:,'ﬁeneﬂts tc_o buslness anc
r.mnsumers {%‘ﬁ%&iﬁ
%EWJE)

* Consumers have greater confidence and ‘trust’ when dealing with
compliant organisations. )

BEEEESHE LR BT S EREE R RO R -

* Contributes to promoting privacy protection throughout organisations that
use trustmark agents within the APEC region.

ERAE APEC Eﬁ?ﬁfﬁﬁﬁf ﬁ@ﬁ?ﬁﬁ:ﬁﬁ%ﬂﬁﬁﬁ{%‘ﬁ .

Outline 4 (TfFsfEHM 4)

Project Title (T/FEFE4 - |

Dwectory ofcompllant organlsat:ons

5




| R A -

' Develop a publfcly accaessible directory of organisations that have CBPRs that
have béen accredited as complying with the APEC Privacy PrincipIes.

e — A BT TR EL AR QA CBRP 6 BRI e

| APEC KERERIFAL

This project alms to Implement the third step of the 4-Step Approach.

AT BT RS -

(3) recognition/ acceptance (BREARA)

(3) practical documents (JE#5HEAC{)
(4) practical implementation (F¥HI3T)
(5) education and outreach (848 AL (o)

« Determine what a directory would comprise and who would be responsible
for maintaining the directory.

il El g e A T B A A R E 6k -

4| = Develop a publicly accessible directory of organisations that have CBPRs
hat have been accredited as complying with the APEC Privacy Principles.

B S — (A BT S AAR RS B 83 CBRP iﬂﬂﬁﬂ?ﬂ%ﬁﬁﬁﬁ%
APEC BBFLJEA] -

» Organisations see the benefit in being listed in the directory. This also

| leads to an increase in uptake of projects (1), (2) and (3).

| AR 1A E R R A TR (), (2) A1 (SR T 1 -

| » The Directory is used by consumers as a way to check an organisation’s
compliance with the APEC Privacy Principles hefore doing business with that

| organisation.

| o P — RN APEC RARIHE RS
| A PRSI -

ii| ® Increase awareness of APEC Privacy Principles and transborder privacy

| issues.

HEF APEC Fﬁﬂﬁﬁﬂﬂﬁﬁ%ﬁ%ﬂ%ﬁ

1"« Consumers have greater confidence and ‘trust’ when dealing with
| compliant organisations,

WEEEESE LR B B Ea R RER IR -

.| = Contributes to promoting privacy protection throughout organisations that |
“I use trustmark agents within the APEC region.

i Bl APEC Eﬁﬁﬁ%@iﬁﬁ&aﬁﬁ&ﬁﬁ%ﬂﬁﬁ
= ? iR U T
B

R

Project Title - (I{"E%"[*% Data Protection Authority and Privacy Contact Uff‘ cer Dwectory

6



AT R T B TR R IR AL MBS A R 4k -

| Establish and maintain a directory of relevant data protection authorities,

| K -

The purpose of this directory is to assist data protection authorities and

supervisory authorities and/ or privacy contact officers in APEC economies.

BT R AR RMRE E R - B R P I B H 4R APEC

privacy contact officers locate appropriate counterparts in the event of
cross-border privacy complaint handling.

AEHEH ST B AR T B R B R AR MR B R E e

| BRI RS R RS T -

| (4) information sharing; cross-border cooperation in mvest:gatmrl and
| enforcement; dispute resolution

| aTe T EERRTIISA T SR -

| (2) consultative process (F&zHYET)

© (3) practical documents (B (E)

| (4) practical implementation (B HEIETT)
% (5) education and outreach (£ EEHE ()

| BT A S A A e B R A A E 8 -

| is publicly accessible.

o SRR -

* Determine what contact information a directory would comprise and who
would be responsible for maintaining the directory.

* Determine whether the directory is password accessed only or whether it

HeE B R E REEWETREAHBA -

* Privacy regulators, supervisory authorities and privacy contact officers in
APEC economies consider the directory useful when dealing with
cross-border privacy complaints.

RALEHEE - ‘E’ﬂ%ﬁ[ﬁﬂﬁ%%ﬁﬁ& APEC fEHERER B&AMmERt

* increase awareness of APEC Privacy Principles and transborder privacy
issues,

IR A APEC [EFL R HIl ke st s FRAYER 4 -

compliant, etc.)

* Business and consumers know that data protection authorities have a
contact directory to draw upon should a cross-barder privacy compliant arise
(and should their domestic law permit the cross-border handling of a

ERENBEAERAREERE Hﬁ%ﬁﬁﬁﬂ%ﬁ/&%ﬁﬁmjﬁﬂlﬁm
A e TN 7 x A B

Project Outline 6 (T{FEFEIEM 6)

) Prmect Tltie {I{fp‘“r[-g
4278)

Template Enforcement Cooperation Arrangements

ST EFIREREH -




Develop template documentation, such as a Memorandum of Understanding
(MOU) of letters of commitment, which provides for cooperative o
“.|| arrangements between relevant enforcement authorities to exchange

| iInformtion and increase and promote ¢ross-border cooperation in
| Investigation and enforcement. - :

| IS ARSI S0 MO R ARRE T, SR A (R RIEA

1 _Ié'ﬂﬁi;ﬂlem"ﬁ'ﬁZﬁﬂ%ﬁﬂﬁm%ﬁﬁ-ﬁfﬂﬁ?ﬁiﬂﬁﬂﬁﬂﬂ%ﬁﬂﬁ%ﬁ@ .

(4) Information sharing; cross-border cooperatlon In investigation and
;| enforcement; dispute resolution

| PemAE; ARERHRALE PARL

(2) consultative process (FEETHIIETE)
(3) practical documents (FEHFH:3C4) T
(4) practical implementation (BEZFHYEATT) R |

(5) education and outreach (47 SEAE(H) .

« Determine and develop the key components for effective tem plate
documentation, such as an MOU or letters of commitment., . .= s
AT S e B BRGTTAE, BHAN MOV BURRET -
« Increase in uptake of such documentation between relevant enforcement .
authorities in APEC member economies.

| 2 APEC B AR 08 o TR A SO IIRAR
‘| ® APEC economies, enforcement authorities, organisations, and consumers
and privacy groups recognisé such documentation as a good faith
commitment by relevant enforcement authorities to cross-border
‘cooperation in privacy issues.
G| APEC SIS BT R LA AR RSN el APEC
G A SR AR AT R T B R & TR LR -
| « The template documentation is recognised by other international privacy -
| fora as a,useful mechanism for information sharing and cross-border
cooperation In investigation and enforcement.
e S T A B R B T — (A PRI Rl FE DA T R 5
| FrHER B TR AR - ’
1 ® Increase awareness of APEC Privacy Principles and transborder privacy
") issues.
PR APEC JEFA R I B P IRRRRAR YRR _
"« Should a cross-border privacy complaint arise, business and consumers
! know that data protection authorities can draw upon these cooperative
arrangements for information exchange and investigation and enforcement
;| assistance, where necessary or appropriate. :
| AEIE RS SR ALIEAR, ARANEEEAE, TR R LB
SR Er R S R E T R R R T RN - :

i i -I:i :

PR
B

Broject Outline 7 (L/Far b 7)co i
Project Title (I{’E%{-E .| Template cross-border complaint handling form
£ - | BRI

8




Develop a template cross-border complaint handling form similar to the
OECD's 'request for assistance' form.

| AR B R SRR 4B 0 OECD BHE I Bk -
ii| This will ensure basic categories of information are provided to data
| protection authorities to assist them in determining the most appropriate
#| course of action, including referral for resolution at a lower level of the CEPR

responsive regulation pyramid.

AEARHERIE AR R S R U S R B DR BBt e

| R E R TERAR, ILRIERARERTE CBPR & I B RS -

" {4) information sharing; cross-border cooperation in investigation and
.| enforcement; dispute resolution

e HANE; TERERSTIREAIE Pl -

41 (2) consultative process (F&HYIRRR)

4 (3) practical documents (B FEMEAT 1)
il (4) practical implementation (EfZ5E4980TT)
| (5) education and outreach (¥ EAAE (i)

* The cross-border complaint handling form assists in the timely handllng
and referral of cross-border privacy complaints,

| Bt AR 2 R R T TR PR R S | s BT S p T

| » APEC economies, data protection authorities, organisations, and

| consumers and privacy groups recognise the cross-border complaint

1 handling form as a practical commitment by data protection authorities to
| cross-border cooperation in privacy issues.

| APEC fEFERS - STER - M8 - AR E RISTA

S SR A B R

| REFEEREASERSTE R A EIaAL 25 -

¢ The cross-border complaint handling form is recognised by other
international privacy fora as a useful mechanism for the timely handlmg and
referral of cross-border privacy complaints.

| BE R RSB SRR B — A A T e, B
| RRE SRR AL M R -

| * Increase awareness of APEC Privacy Principles and transborder privacy

| issues.

#E 5 APEC [E A R RS B AR AT o

* Should a cross-border privacy complaint arise, business and consumers
know that data protection authorities can draw upon the MOU for
mformation exchange and investigation and enforcement assistance, where
necessary or appropriate,

W%ﬁﬁﬁﬁ$%nﬁﬁﬁﬁ§%ﬁﬁ;ﬁﬂﬁ%ﬁﬁ&ﬁ%ﬁ&ﬁ%

| AT RS e R E S (R A R A T 18D

)

prnject T'tle {I‘f"ﬁd"f‘ﬂ '
| 8 core R#HIE IS | REFFERERA -

Gmdehnes and procedures for responswe regulatmn ina CBPR svstem

9




ature of pm]ect ( |

El’i"a)dkfl}

| Develop guidelines and procedures (e.g. flowchart) to assist in determining
| at which stage of the CBPR responsive regulation pyramid a cross-border
| complaint should be handled and Identify the triggers for escalating a

| complaint to a higher level of the pyramid.

| SR (RVRFF OO RIIESE CRPR  ERESSAIG U

| PEE Ve ERE > AR » BB ERHR A SA R -

. {4} information sharing; cross-border cooperation in investigation and
4 enforcement; dispute resolution

| PR EL IETEATIIRSATE PR -

1 (1) conceptual framework principles (HE2, 2 [ )
(2) consultative process (FEETHVIRTR)

3) practical documents (T30

(4) practical Impieﬁ*nentation'(ﬂ‘ﬁﬂﬁiﬁﬁ}

| (5) education and outreach (gﬁ:‘%&ﬁl}_ﬁi)

—

» Develop guidelines and procedures (e.g. flowchart) to assist in determinlng

at which stage of the CBPR responsive regulation pyramid a cross-border

complaint should be handled and identify the triggers for escalating a

complaint to a higher level of the pyramid.

AT R A eiihieEAE coPR BRI B

§E$%$ B R RS B H AR B e REFHUR 55— Rl
KA o '

« Uptake by all entities Involved in the CBPR system as a tool for determining
which stage of the pyramid a cross- -border compliant should be handled.
Fﬁﬁﬁ;&iﬁ CBPR At S i i R— T R > BHIRR T IEST
f&mﬂﬂﬁﬂﬂ%ﬁ&ﬂﬁ%‘iﬁﬁﬁﬂmﬁﬁﬁﬁﬁ

%l o Increase awareness of APEC Privacy Principles and transhorder privacy
issues.

HEST. APEC [RFE I B SRR R -

-

| « Business and consumers have a greater understanding and certainty of

whereabouts in the pyramid a complaint will be handled and understand
when a complaint will be escalated up the pyramid.

ﬁ%ﬁ?ﬁ%ﬁﬁﬁﬁ?ﬁﬁﬁﬁﬁEﬁWﬁ%ﬁ%‘%ﬁﬁ%@ » DABRFEA

o

5 R R B S B — B R ] -

Project Title - {

i A

: Cross Border Prl\ra-:\,-' Rules Intematmnal me!ementatlon Pilot Project

(E%) 515 -

10



Develop and implement a pilot project between interested economies for
the implementation and testing of a CBPR system in the APEC region. This
project would work in conjunction with the capacity-building projects under
the Pathfinder. In this way, the CBPR Implementation Pilot Project will

‘| compliment the work of the other projects initiated under the umbrella of
the Pathfinder.

-| RS T 1{E APEC ﬂﬁﬁﬁ}’m 2HIS CBPR MG » PEILAE DABE HRAT 48 pE U RBA 2
| RE A (EER) 5158 - eI B TaE e AR T -
+ BTG50 I CBPR BERIEBTEIEEIGTIHIZ EISS pathfinder T FHE A

| FIiE T -
o (1) Self Assessment (EFAETE)

(2) Complial?ce Review (ﬁﬁ%ﬁ%}[ﬂ

: (1) Conceptual framework (& A9404)
(2) Consultative process (F&FHHiEFE)
(4) Practical implementation (EFF5A9E0T)

* Determine participation of interested economies.
EE BRI R 200 -
* Create CBPR Pilot Project Study Group.
i35 CBPR wEM (EER) FHEWIL/IME -
* Determine participation of interested businesses operating within these
economies.
FEETEE AR AN BB 3 - 20K -
* Implement a limited CBPR Pilot Project consisting of the
; above-mentioned economies and businesses.

o Bii—{8HFREY CBPR fE# (FE) 8 MEiE LRAYR e

i| ®* Through such participation and in cooperation with other projects under
the Pathfinder umbirella, determine best practices in practical CBPR
operation.

1E pathfinder JEF > Fﬁ@ﬁ%ﬁﬂﬁ"’%ﬂ’ﬁ#ﬁﬂ@‘*‘f’? ' RIS
iRy CBPR E{EAEREETT -

d | B -

j; e Participating businesses would have a greater understanding and
certainty of the benefits to industry of a cross border privacy rules
system.

SRS EHF S0 B R RS SRR R T A

Impacted consumers will realize the benefits of both the implementation
of the principles in the APEC Privacy Framework and the increased
dispute resolution and enforcement transparency such implementation
would facilitate.

ZEIWENAEER G ET APEC IBFLHME (Z86) FEISn:
FERFIREIFIAE » AL STHO SR A S L BT -
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