B REH S R TSR HBE 8]
(APEC Data Privacy Pathfinder Projects) /'

. —~ B

- BREEETEHIIN Y APEC BENSRE— S E N m S 2 A SRR i
L | | |

= TEHEBAMBENE, 2 FEAEY

- APEC BSFLMRIMESE (APEC Privacy Framework) 2254 2004 FRENEEAGHER 5
- PR TRARE S B R S B A\ Mg ( cross-border data
flows ) B — 2T 3 B B2 #6242 5T BSHiISALARH | (cross-border privacy rules
(CBPRs) » F52Ep% LBAZER B 7 » APEC ETEE/MEZHEIBRLZURER (APEC ECSG Data
Privacy Sub-Group (fi#5#8 DPS)12H) " #RIBEABAREEETE (The Pathfinder projects) |
RIS 2007 4 9 ATEENEEUR APEC S EREHTN NS EER—SSFslaery
5 EATEREMEAYHRE SRS  EREEMNREEAMLIEE T 0 BT~ CBPRs »
TMEFRREEREEEREREE ZREEE (accountability agents) » iR g
TTHRISTLRE CEGE - BRI R SN LR T H—SRiEheE | T
FEE RIS APEC [BRAEGREH{E T2 CBPRs: LGP E I R SN L o
FEFREMBLEE R - £h "BIAEEEE | (privacy trustmarks) RESEHEI—E
BEERL ¢

=~ THHBAEMEETE, 2%

DPS BT IERL A& T/ @3 (The Data Privacy Pathfinder Workshop) &g
B BEIMARTRE - #IRR2K CBPRs WIHER . 4 THMS R » FErEH0R 9 HiETSEm
T .
1. BEEFE(self- assessment)

ETE 1 HEFHBEBFERIEE (project 1 - self-assessment guidance for business )

2. HEzhE#EE(compliance review)
STE 2 EMREEZEE (project 2 - trustmark guidelines)
518 3 | EBEBAREIAEGEE LR (project 3 - compliance review process of CBPRs )

3. HHEFEEEEZ(recognition/ acceptance)
aTE 4 EEEREMES A8 (project 4 - directories of compliant organisations )

| R E R A C TR 28] APEC AIMP 4855 T &353R 8 | 2008 4F 2 A7508 T 2008/02/2] -
Data Privacy Pathfinder Implementatfion Workshops , &gl
(hitpy//aimp.opec.org/MDDB/Pages/searchmeeting.aspx)
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4, @ﬁ@ﬁ;’ﬂ%&ﬁﬂ%&ﬁ(d__lls_g_utg“res,_o_lqiiqinhqng enforcement)

SRS Mkﬁﬂﬂﬁﬁiﬁﬁ%ﬁﬁﬁ%ﬁ%ﬁﬁ%ﬂﬁ%ﬂ (project 5 - contact directories

for data protection authorities and privacy contact officers) .
8 6 ¢ T TERRHEA ( project 6 - templates for enforcement cooperation

arrangements) .
251 7 ¢ PR ER (project 7 - templates for cross-border complaint handling
forms ) :
ehelt 8+ I T BBIRAARI ) AR S5 ) [ A F B2 e (project 8

- guidelines and procedures for responsive regulation in CBPR systems )

5. PR 8 SRR IR G
B O ¢ R A IS T B R 8 ( Cross-border privacy rules international

implementation pilot project.)

K LT T AR B SN R MR
BRI 0T + LB 18 TR 2008 SFARISSERAID A - KL
virsise resphissryapnge S TR Er DS BT e D

T S A St i M e Da
BUSEATAE | | -

e TS MMRE T E ) 2 S A

(14 {ERRTER &@Iﬁﬁ%ﬁﬁﬁhe International Chamber of Commerce » ICC))
WARRE - B S _
Project 1 - the ICC (leader), Australia, Canada, Hong Kong China [observer), Japan
(observer), Mexico (observer), Thailand (observer), the United States and Vietnam
(cbsérver) ' ' ' : a2

Il‘roject_s 2 and 3 the United States (leader), Australia, Canada, the ICC, Hong Kong China, Japan,
Mexico and Thailand (observer) and Vietnam (observer); [Chinese Taipei (observer) project 2

Project 4 — the United States has discussed with the APEC Secretariat; Australia (observer), Hong
Kong China (observer), the ICC, Mexico and Vietnam (observer)

Projects 5,6 and 7— Australia (leader), Canada, Hong Kdng China, the ICC, the United States, and ’
Vietnam are participating in projects 5, 6, and 7; New Zealand in projects 6 and 7; Peru in projects 5
and 6 '

_ Project 8 — Australia, Canada, Hong Kong China (observer), the ICC, the United States and
Vietnam (observer)

Project 9 - the United States (leader), Australia [observer), Canada, Hong Kong
China, the ICC, Mexico, [Chinese Taipei (observer) land Vietnam

-~ ERR




HER: FEREME 2008 SEEEHETTE 9 FRi8 -
PR B D5 2008 4 3 B EDIRIEAAETED 2 EF5HEl -

APEC SR MELRFERE (APEC Privacy Framework) frE a7 S Fes =8 a4 G
hﬂD:wa.moi.QGy.Mlp.asp?CtNodeﬂ3?1G&CTUnif:BOS&BaseDSD=?&mD=OD] T




AEPMAKIPIEEEE L R 2 )

| R T ek R
"I 'CBPR self-assessment guidance for  rganizations
|| it E— {8 CBR P (st ARR) B R EE | -

‘| Develop a standard self-assessment guidance document for use
“ by rganizations fo assist the rganization in developing ifs
.| CBPRs.

; Uﬁﬁ—ﬁ%ﬁfélﬁaﬁiﬂiﬂ}ﬁ%‘Ifﬁtﬁiﬁﬁﬁ%ﬂiﬁﬂﬁﬁﬁ%ﬁﬂ%ﬁiﬁﬁﬂJWﬁ@ _
Y CBRP ¢ :
This project aims to implement the first step of the 4-Step

Approach.
AT TIEEH S EERTIP BRI~ -

1 (1) self-assessment (& HRFFE)

(3) practical documents (EEAESCLF)
| (4) practical implementation (E#HIET)
(5) education and outreach (FiEFEEH)

« Develop a standard self-assessment guidance for
rganizations 1o use.

B — (AT 2 TR LA [BUARIEF -

» Organisations see business benefits in using this self-assessment
document. ‘ .

KA ) TR A A B A - .
« Increase awareness of APEC Privacy Principles and transborder’
i privacy issues. . :
A APEC IBFAR AR Bk REr e :
« For business — a standard self-assessment guidance document
| for use by rganizations in developing their own CBPRs will assist
! in achieving consistency of assessment against the APEC Privacy
Principles. ' -
| 8o RALARE —EREYER) B BFT RIS 30 AEfEERFE TR
CBRP,fifik APEC A HI B B — SRR -
« For consumers — this project will provide greater confidence
that rganizations have a guidance document that is consistent
with the APEC Privacy Principles when developing their CBPRs.

4



] e ETE EET TR E S, ISR 5 4 4
| $EFEEALF I TRy CBRP BRIERFS APEC BALJEH -

Gmdeilnes for ’rrﬁsima'rks pow’nmpotmg in q'CBF’E sysTem

| WF CBPR AAHAY SRR 5t -

Develop guidelines for what a trustmark must do in order to be
| rganizatfi as an APEC CBPR accreditation provider.

SRS R T ERIEE AR APEC CBPR (B4 {SHBRYEMt
% o
This project aims fo implement the second step of the 4-Step
Approach. .
AF LS B RS TIO BRRISE — 4 -

o

(2) compliance review (&5 i)

o | (4) practical implementation  (EXHIEFT)
<! (5) education and outreach [ EaFES)

i * Develop guidelines for what a frustmark must do in order to be
1 rganizati as an APEC CBPR accreditation provider.

BREHES [BR T SRR VE IS APEC CBPR i SIEMHR{L

e

* Consumers rganizat these guidelines as providing a standard
which is considered 'trustworthy’.

HEERILES R A EEN REEEE -

* Incentive for trustimarks to adhere to the guidelines.
ROMEHEIREEFREEETES - _

* Increase uptake of guidelines by trustmarks within the APEC
region.

EFHEIEIESLE APEC T EHEE |BUEAT -

* Increase in uptake by rganizations fo be accredited through
| a frustmark that adhere o these guidelines.

5



HEEEIEHET M IR RS R B AR QL GRLA(R -
. Increqse awareness of APEC Privaicy Principles and fransborder

prwocy issues.
Bik5R APEC AR A B BESGREIRRA] -

| « Business and consumers are able to see precisely what criteria

* | a frustmarks must meet in order fo be rganizati as an APEC

.| CBPR accreditation provider.
*ﬂ’méﬁ?ﬁ%%ﬁﬁwmﬂﬁ%&fﬁﬁﬁﬁﬂﬁﬁrﬁ'ﬁﬂﬁ%ﬁlﬁﬁﬁf J::Jd»’*ﬁia_ﬁ‘ﬂu e

APEC CBPR {BIfHREEHRRAE -
| + Contributes to promoting privacy protection throughout

| organisations that use trustmarks within the APEC region. .
| 753 APEC Wil (B DM PR L CRE o L

T Complicmce review of an organisation's CBPRs

| iyt CBRP SRR A PR -
i Develop guidelines for frustmarks to use when assessmg cm
organisation's compliance with the APEC Privacy Prlnc1ples.

RERIRERAF RS | | EFRE—EERET SR APEC Bﬁéﬂdﬁﬂﬂ
| This project aims to implement the third step of the 4= S‘rep

Approdch.
TR B TS BRIEE=Y -

' (2) compliance review (G2 RE)

. (3) practical documents (EE#E3CAF)
(ol (4) practical implemeniation (EH#HET)
e (5) education and outreach. (#E BLEE)

] Develop guidelines for Trusqurks to use when assessing an
organisation's compliance with the APEC Privacy Principles.

BEREERR T IR EFTr e — R TR APEC BRALEA -

! « The guidelines ensure that trustmarks assess compliance in o
consistent manner, '

| 157 | R R R R R T R R B T -

+ Increase in uptake by frustmarks in using the gu1de!|nes when
assessing compliance.

T RREE IR E B R R P 18T TR -
6




%g%g « Organisations recognise the benefit (business incentive) of
being accredited as 'APEC compliant’.

* Periodic review shows high level of compliance.

| RV LS Rk R -
ﬂ:ﬁ * Increase awareness of APEC Privacy Principles and transborder
. privacy issues. '

HES APEC BEFAJRHI B, B5 5 A REATRRA -

 Consumers have greater confidence and ‘frust' when dedling

Directory of compliant organisations
EEOEE e -

Develop a publicly accessible directory of organisations that
have CBPRs that have been accredited as complying with the
APEC Privacy Principles.

PR —EABE I EAVAEM E #53F CBRP i H AR E4s8TE
APEC BRARAL -

This project aims to implement the third step of the 4-Step
Approach. '

FF TP S EERTISBRNE=S -

(3) recognition/ acceptance (FRa4/#R4M)

i (3) practical documents (B HEAT )
| (4) practicalimplementation (B #AT)
| (5) education and outreach (FEHkE)

4 * Defermine what a directory would comprise and who would
£ be responsible for maintaining the directory.

o EE B e REHERSEa TSRS -

:ii| * Develop a publicly accessible directory of organisations that
%] have CBPRs that have been accredited as complying with the ]

7



e APEC Privacy Principles.

| APEC BRI -

| K ARES R4 B e at. PEAer R (1), (2) A0 ()T -

1+ The Directory Is used by consumers as d way fo check an
organisation's compliance with the APEC Privacy Principles

| before doing business with that organisation.

I_i, [ e I T — (AT APEC ﬁ@ﬂaﬂﬂ 41{12?@’%%?“

| TSR

il * Increase awareness of APEC Privacy Principles and ’mnsbordar -
Sk privacy issues.

PR BT SRE ELAR E t 720 CBRP jﬁﬂbﬁﬁiﬂﬂtﬁﬂ%@\f%

« Organisations see the benefit in being listed in the darectcry
This also lecds to an increase in uptake of projects (1), (2) and (3).

PR AFECF%MEEEU&%ﬁ%EEEE@%D v

| + Contributes to promoting privacy profection throughout
ol orgomsa’uons ’rhcl’r use ’rrus’rmork agents within the APEC region.

. 'Cpnsurners hgve grec:fer confi dence and ‘trust’ when decsnng
with cormpliaht Srganisaiions.

R E SRR LR (B B SRR RS 2R -

g (R ALY o

.L Data Protection Authority and Privacy Contact Officer Dlrecfory
i ﬂkﬁ%ﬁ%ﬁﬁéﬁﬁ&lﬁﬂﬁ%ﬁ%ﬁiﬁﬁ

i The purpose of this directory is 1o ussm’r dcl’r-::: pro1echon
fi authorities and privacy contact officers locate appropno’re

i handling. '
L B E SR ER R T B RO AL B R E AR,

Establish and maintain a directory of relevant data protection
authorities, supervisory uuthormes and/ or prwacy contact
officers in APEC economies.

EOT B MEEAER R R E R %‘ﬂ)’%ﬁﬁ%ﬂﬁﬁﬁﬁﬁ%ﬁ%ﬁﬁ&ﬁ.%c _

T

counterparts in the event of crossborder privacy complaint

1

L R BT -

and enforcement; dispute resolution

TN, EREINTHR AL PR - S

; (4) information shanng, cross-border coopem’non in investigation®|

" (5] education and outreach (¥ SEEEH)

(2) consultative process (FEETHTETR)
(3) practical documents (E#EEA)
(4)-practical implementation (E#HIHIT) -

8



| * Determine what contact information a directory would

~:| comprise and who would be responsible for maintaining the

= directory.

et E RGBS H SRR VA SRR -

* Determine whether the directory is password accessed only or
whether it is publicly accessible.

HEE B ER R A BB TSR AMEA - _

* Privacy regulators, supervisory authorities and privacy contact
officers in APEC economies consider the directory useful when
dealing with cross-border privacy complaints. .
BRELVEEE - HERTIIRRL IS BE S BAE APEC IR B4R ER
ESIRFRTA AR -

* Increase awareness of APEC Privacy Principles and fransborder
privacy issues.

fF APEC IRFLRRI B BSis s REnYRRAT -

* Business and consumers know that data protection authorities
have a contact directory to draw upon should a cross-border
privacy compliant arise (and should their domestic law permit
the cross-border handling of a compliant, efc.)

R FIREEAREERRE R A DS B SR AU HEISHL (4 B e
B4 41 W&fiﬁ?‘&%ﬁﬁi%ﬁ

/| Template Enforcement Cooperation Arrangements

| BITEFiREE -

Develop template documentation, such as a Memorandum of
Understc:ndlng (MOU) or letters of commitment, which provides
for cooperative arrangements between relevant enforcement

cuu’rhon’rtes to exchange information and increase and promote
cross-border cooperation in investigation and enforcement.

/| RSO RIS R T e MOV | SRR, SRIESIERRE
o BIRVEMT B B MRS IR A R B R NI TR B & 1F -

(4) information sharing; cross-border cooperation in tnves’ngchon
and enforcement; dispute resolution

BRDE, ERENBATNESESIE Pwgsk -

practical implementation (B#EIE7T)

)

(3) practical documents (B #1374k

)

) education and outreach (e #24E (&)




. Delermine and develop the key components for effective
template documentation, such as an MOU or letters of
i commitment. o '
SR S T E R BE B TT AN MOU TR
+ Increase in uptake of such documentation betweenrelevant -
enforcement authorities in APEC member economies.
2 APEC i B PoAEB T R IR S - -
+ APEC economies, enforcement authorities, organisations, and
consumers and privacy groups recognise such doecumentation
il as a good faith commitment by relevant enforcement
. quthorities to cross-border cooperation in privacy issues. :
APEC AU ~ SRR ~ R PR R M B (-
APEC BTSSR R F A AV T B SR e S RS -
«. The template documentation is recognised by other- - '
international privacy fora as a useful mechanism for information
sharing and cross-border cooperation in investigation and
enforcement. B
| ﬂfﬁﬁﬁﬂi‘f‘fﬁﬁ%ﬁ?ﬁ%ﬁl%f&&%ﬁ@ﬁﬁﬁ“ﬁ’ﬁfﬁ%%ﬂﬁ%ﬁﬁﬁ%ﬁ
| RHERA R TR BE S 1 - e
Increase awareness of APEC Privacy Principles and fransborder |
privacy issues. : : T BRI |
22 APEC [EBRARHI B B iR R RR AN © o
« Should a cross-border privacy complaint arise, business and

Qggggm_éﬁ gqm that data protection authorities can draw upon

I

these cosperative-arangements for information exchange and
investigation and enforcement assistance, where necessary or
appropriate. . : N

AR SRR, ARG RN, FORRAEE RTENEIR

o SRR AR R A T D -

Y s R R o
‘1 Develop a template cross-border complaint handling form

similar to the OECD's request for assistance’ form.

BE S B R B (L OECD BRI =EDR - -

| This will ensure basic categories of information are provided to

data protection authorities fo assist them in determining the most

appropriate course of action, including referral for resolution at a

lower level of the CBPR responsive regulation pyramid.

B R A R TR R RO R R E R ER AT

Bl En{TEnRE, RS RILREEAE CBPR SRR E BRI EEE

10



(4) information sharing; cross-border cooperation in investigation
2L and enforcement; dispute resolufion
G BAOE, AP THOBRE(E PimiER -

21| (2) consultative process (FEHIEE)

7 (3) practical documents (BRI
(4) practical implementation [E#&#ET)
(5) education and oufreach (¥ SAE ()

* The cross-border complaint handling form assists in the timely
handling and referral of cross-border privacy complaints.

PSR R R T SR R BhAE B R B AR B R SR B FA M FR B -
* APEC economies, data protection authorities, organisations,
and consumers and privacy groups recognise the cross-border
complaint handling form as a practical commitment by data
protection authorities fo cross-border cooperation in privacy
issues,

APEC {85 - STER - R - TIeES RIS EREREEE
& RIFMERSERADERNSTE RIS EEERIL3E -

* The cross-border complaint handling form is recognised by
other international privacy fora as a useful mechanism for the
timely handling and referral of cross-border privacy complaints.
P R R PR AL TR — B RS TR B

| B TE RS R b FRER MR -
* Increase awareness of APEC Privacy Principles and fransborder

privacy issues.

| 385 APEC [SALEHI B SSEaRR SR -

* Should a cross-border privacy complaint arise, business and

consumers know that data protection authorities can draw upon

| the MOU for information exchange and investigation and

i1 enforcement assistance, where necessary or appropriate.

v AERESSIRILARRR, EEANRREALE, BRHREE R VRS
ﬁ%ﬁﬁu@ﬁﬂ“&&ﬁﬁﬁﬂﬁ?ﬁﬂnﬁﬁfﬂ?ﬂﬁtﬁﬂh

a CBPR

Gurdelmes and procedures forr responswe regulth—n-
system
7% CBRP Rt ESSH [ R 2R R Al -

Develop guidelines and procedures (e.g. flowchart) fo assistin .
determining at which stage of the CBPR responsive regulation
pyramid a cross-border complaint should be handled and

identify the friggers for escalating a complaint to a higher level of
' 1



the pyramid.
| T RVRLRE (ANRARIE) ActmiEe CBPR Dﬂiﬁﬁ%ﬁﬂﬁ’ﬂ%w%{m .
| BB o AR EEU%%MEF%W%%ME@ Sy

e
Bt

A 14) mformuhon sharing; cross-border cooperoﬂon in mveshgaﬂan |
| and enforcement; dispute resolution : '

PRI ENERITHE AR PURRYR -

o5

(1) concepitual framework principles (s 2 BR)

(2) consultative process (FEEHIEAE) +

(3) practical documents (B#:3CHF) :

| (4) practical implementation (EH5HEHT)
(5] educcn‘non ond ou’rrecich (ﬂ“@ﬁﬂﬁi]

. Develop guidelines ond procedures (e.g. flowchart) to assist in
| defermining at which stage of the CBPR responsive regulation

| pyramid a cross-border complaint should be handled and

1 identify the triggers for escalating a complaint io d hlgher ie-vel of
4 the pyrdmld B
| A R (AR ARiRRREEE CBPR Hﬁlﬂﬁ[ﬂﬁ%ﬁﬁ@ﬁﬁﬁ
SRR R AT B nﬁﬁﬁﬁiﬁ-ﬁﬁﬁﬁﬁ%—*ﬂﬁ

}'%‘"ff?f?kzis
Uplcke by all enfities involved in the CBPR systfem as a fool for

de1ermmmg which stage of the pyramid a cross-border
compliant should be handled. .

B A%E CBPR TR SR TR - Eﬁﬁ{%ﬁﬂiﬁﬁﬁ
BRI B RS SR I TE R AR . -

%ﬁ « Increase awareness of APEC Privacy Principles and ’ircnsbordeT

privacy issues.
1 3R APEC BRELR BB iRy RR A -

il » Business and consumers have a greater understanding and
certainty of whereabouts in the pyramid a complaint will be

handled and understand when a complaint will be escalated up
*&% the pyramid.
SRR T RRTRER R & TR S - DR
ﬁﬁﬁ#ﬁ?&iﬁﬁﬁﬁ?ﬁﬂﬂ@!ﬁ%ﬁﬂfﬁﬂ
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22l Cross Border Privacy Rules International Implementation Pilot
4 Project

| ESEIRAURRIE S S iesah (HER) 51 -

=] Develop and implement a pilot project between interested

- economies for the implementation and testing of a CBPR system
in the APEC region. This project would work in conjunction with
the capacity-building projects under the Pathfinder. In this way,
5] the CBPR Implementation Pilot Project will compliment the work
i of the other projects initiated under the umbrella of the

#i Pathfinder.

1| BTE APEC MWL HTAAIE, CBPR F4i  PRIH/ELI S ARA G He A A
BRBE—REN (F5R) 58 - BN A R T -
FAEL5 /5 > Itk CBPR EERM TR ISR IRIE RS pathfinder T F
1 BRAF TR ERY T 75 -

(1) Self Assessment (B BAYTEE)

(2) Compliance Review (fEREEER)

(3) Recognition/Acceptance (E234/#R4H)

(4) Dispute Resolution/Enforcement (PG Eh1T)

(1) Concepiual framework (#ES:H0%EH)
(2) Consultative process (S&a713E2)
(4) Practical implementation (&#i0E7T)

1 * Determine participation of interested economies.
| EEESEBARESR s SHEE . -
» Create CBPR Pilot Project Study Group.
- I35 CBPR #Hfi (HE) sTHEWe/ME -
1+ Defermine parficipation of interested businesses operating
within these economies.
RETEAESE Ee AR B R R BB (8 Y B
PrC * Implement a limited CBPR Pilof Project consisting of the
= s <L above-mentioned economies and businesses.
e e tiea " Biti—E5FRK CBPR T (B SHEaE iy
» Through such participation and in cooperation with other
projects under the Pathfinder umbrella, determine best
practices in practical CBPR operation.
£ pathfinder J5F » RS EEEEE T TIEFE0AIE » THE
BiMaY CBPR  B{E S REH1T - -

1+ Participating businesses would have a greater understanding
: and cerfainty of the benefits to industry of a cross border
privacy rules system.

' Eﬁﬂﬁ%éﬁi&%ﬁ@ﬁﬁ%Eﬁﬁﬁﬁﬂﬂﬁ&ﬁ&%ﬁ%ﬁ%ﬁﬂﬂ%ﬁ?ﬁﬁ
i\ « Impacted consumers will realize the benefits of both the

' implementation of the principles in the APEC Privacy
Framework and the increased dispute resolution and
enforcement transparency such implementation would

13
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